IIPABUJIA
3a 0e30I1aCHOCT Ha 1elaTa ¥ yYeHUuuTe B
KOMIIOTHPHATA Mpeska B 1eTCKATa IPaAlHA, YYHJIUIIETO U B HHTEPHET

Te3u npaBuiia ca paspadorenu ot Ibp:kaBHaTa areHIus 32 3aKPHJIa HA €TETO, B
naprabopctBo ¢ I'1aBHa jaupexkuus ,bopda ¢ opranmsmpanara mnpecTbmHOCT”,
Hannonanen meHTsp 3a OesomaceH MHTepHer, MHHHCTEpCTBO Ha 00pa30BaHHETO U
HaykaTa, Pernonajino ynpasJjienue Ha o0pazoBanuero — Codus-rpas, ppKOBOIUTEIH HA
oOpa3oBaretHH HHCTHUTYHUH 0T Chblo3a Ha pa0oToAaTe/JMTe B CHCTEMATa HA HapOAHAaTa
npocBera B bbarapus, CapyskeHnero Ha JHPeKTOPUTE B CPeIHOTO oOpa3oBaHue Ha P
Bwarapus.

IlenuTe Ha mpaBuJaTa ca jaa ce:

® rapaHTHpa MpPaBOTO HA JeTeTo/y4YeHHIHMTe Ha JAOCTbI A0 MOAXOAsiA
HHopManus U MATEPUATH B MPeKaATA;

® OCBLUIECTBM IPEBEHUHUA M CHHTE3HMPAa HAa eIHO MACTO HHpopmanusira 3a
ONACHOCTHTE B HHTEPHET,;

® NpeJOoCTABAT KOHKPETHM HACOKH 3a 3aKpwia Ha JeTero M 0e30NacHo
NOBe/JAeHHE B KOMIIIOTHPHATA MpeKa B IeTCKAaTa IPaJIMHA U B YYMJIHIIE U B MHTEPHeT;

® 10100pM KOOPAUHALMATA U OTTOBOPHOCTHTE HA YYACTHUIUTE W/WJIM BCUYKH
3aMHTEPECOBAHM CTPAHMU.

OTroBopHOCTTA 3a TapaHTHUpaHe MpaBara Ha Jerara v 3aliiuTa Ha TEXHUTE UHTEPECH €
CIoZIeJIieHa OTTOBOPHOCT MEXKIY CEMEHCTBOTO, OOIIECTBOTO M JIbprKaBaTa, upe3 HEHHHTE
OpraHd W WHCTUTYIMHU. BBIpekn TOBa, Ta3u OTTOBOPHOCT € paslpe/esieHa, KaTo Ts ce maja
MIPUOPUTETHO HA CEMEUCTBOTO, MO-CIEIMATHO Ha POJAUTEIINTE, HACTOWHUIINTE, TTOTICUUTEIINTE
WU IPYTHUTE JIUIA, TIPYU KOWTO JETETO € HACTaHEHO, TOraBa KoraTo € Ouiia mpeanpuera Msapka
3a 3aKpuWJIa Mo OTHOIICHHE Ha Hero. OTYUTAMKU TPyIOBaTa aHTAXXUPAHOCT HA POJIUTEIIUTE, B
HSKOW OT CIIYYaWTe U TPYAHOCTUTE, KOUTO M3IMUTBAT B OTIJICKIAHETO W BB3MUTAHHETO Ha
JIETETO, B OCHOBOTIOJIAralvsl MEXIyHApOJCH aKT 3a IpaBara Ha Aerero KoHBeHIMsTa Ha
OOH 3a mpaBara Ha JeTETO, KAKTO M B peAMIla HOPMATHBHU aKTOBE OT HAIMOHAIHOTO HHU
3aKOHOJ/IATEJICTBO, € IIOCOYEGHO KaK OOIeCTBOTO, COIIMATHUTE W O0Opa30BaTEITHHUTE
WHCTUTYIIMH, U AbpKaBaTa M3MBJIHABAT T€3W CBOM OTTOBOPHOCTH 3a OKa3BaHE Ha aJleKBaTHA
MOJKpena Ha CEMEHCTBOTO, 3a 3aKpuja Ha JCTETO W 3a 3allluTa Ha HETOBUTE IpaBa M
HWHTEpECH.

Corinacio KouBennuara Ha OOH 3a mnpaBata Ha [A€TETO, POJAUTEIUTE HUMAT
II'bPBOCTENIEHHA OTFOBOPHOCT 3a OCHUTYPSIBAHE BHUCIIMTE WHTEPECHM Ha JIETETO Ja ObaaT
I'BPBOCTENEHHO choOpakeHue. Poaurenute wim, cnopes ciiydasi, 3aKOHHUTE HAaCTOMHUIIM,
MOTEYUTENM WIM JPYTH JIMIA, MPU KOUTO JETeTO € HACTaHEHO, HOCSAT OTrOBOPHOCT 3a
OTIJICKAAHETO U PA3BUTHETO HA JCTETO.

JIpprkaBaTa, upe3 HEHHUTE OpraHu, TPSAOBa Jia MPEANprUeMe TOIXO0 AN CTHIIKH, 32 J1a
MTOJKPENHU POAUTEIIUTE MPU U3ITBIHEHUETO Ha TEXHUTE OTTOBOPHOCTH. AKO HSIKOM POIUTEIIH
HE MOraT WJIM Ce 3aTpy[IHsBaT, TO B TE3U CIy4au C€ HAMecBaT OTTOBOPHUTE AbP:KABHH
WHCTUTYIIMM, 32 Jla OCUTYPST CIIa3BAHETO Ha NpaBaTa Ha JETETO U 3aJ0BOJIIBAHETO HA
HETOBUTE HYXIHU. 3aIbJXKCHUE HA Ibp)KaBaTa € OCUTYpsIBaHE Pa3BUTHUETO HA MHCTUTYIIMH,
3aBelleHHMsT M Yycnyrd. B Tasu Bpb3ka poiATa Ha 0Opa30BAaTEIHUTE WHCTUTYIHH €
M3KJIIOUMTETHO BaXKHA M KIIF0YoBa. Te Morar Ja JompuHecaT 3a 0Oy4eHHEeTO U MPEBEHIIHITA
Ha PUCKOBETE HE camMoO Ha Jelara, HO U Ha POJUTENINTE, KaTo M0 TO3M HAaYMH MOTrar Ja UMar
JIBOMHA T0J13a 3a Jeuara. B Ta3u mocoka HacTOSIIUTE paBuia, JaBaT OCHOBHU MO3HAHUS 3a
ONACHOCTHUTE, KOUTO KPHE BUPTYAIIHOTO MPOCTPAHCTBO C 1I€J OCUTYPSIBAHE 3aKpHiaTa Ha
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ACTCTO OT BPCIHU 3a HCTO I/IH(i)OpMaI_[I/IH, MaTrcepHraii U KOHTAKTH.

OcHOBHHTEe NPUHIMIU 32 paboTa B KOMIIOThPHAaTa Mpeka B JETCKa TpajuHa U
YUWIIMILE U B UHTEPHET ca:

1. PaBeH nocThI Ha BCUYKH JI€LIa U YYEHUIIH;

2. 3ammTa Ha Jlerara ¥ yYeHHUIIUTE OT BPEIHO WM HE3aKOHHO ChIIbPKAHHUE U
uHpoOpManKs KaTo: caMOHapaHsSBaHe, ThPTOBUS C HAPKOTHUIM, Xa3apT, MpOIaraHaupaHe Ha
BpEIIHU U OTIACHHM HABWIU U JCHCTBUS KaTO aHOPEKCHUs, OyIuMusi, mopHorpadusi, ToJepupaHe
Ha pa3IMyHU (pOopMH Ha Hacuiue, MPONOBAJBAHE HA TEPOPU3BM, €THHUYECKA U PEIUTHO3HA
HETOJIEPAHTHOCT, CAMOYOUICTBO U JIp.;

3. 3aunTaHe ¥ 3alIUTa Ha JTUYHATA HEMPUKOCHOBEHOCT;

4. TloaroroBka M KOHTPOJI Ha JieljaTa U yYEHUIUTE 3a OE30MacHO U OTTOBOPHO
MOBEJICHNE OHJIANH;

5. ChTpyaHHYECTBO B JAyX Ha TOJEPAHTHOCT M JOOPOHAMEPEHOCT MEXIY JeTcKaTa

rpaguHa/yquIniieTo U poAUTEINTe/HaCTOMHUIIUTE.

KommiorbpHata wMpexka B JeTcka TpaJguHa M YUWIMILE C€ H3MO0J3Ba B
[eIarOTMYECKUTE CUTyallud U y4eOHU JacoBe camo 3a oOpa3zoBaTenHu Lenu. Llsmata Mpexka
oOxBalla KOMITIOTPUTE, CBBP3aHU C KaOelnHM W/Miu O€3KUYHH BPB3KH, CUTYHpPAHU B
KOMITIOTHPHUTE KaOMHETH, 000PYABaHHU KJIACHU CTaul M aJIMUHUCTPATUBHUTE MOMEIICHUS Ha
oOpa3oBaTesiHaTa MHCTUTYLIUS, KAKTO M YCTpoHCTBaTa (MEepCOHaIHU cMapT(HOHH, JANTONU U
Tabsietn) ¢ 0e3’KUYeH JOCTHI 10 UHTEPHET.

Jenara v yyeHHuIMTE MMAT MIPABO HA:

1. PaBeH nocThI JI0 MpexaTa Ha oOpa3oBaTelIHATa HHCTUTYITUS, C U3KITIOYCHHE Ha
KOMIIOTPUTE B aJIMUHUCTPATHBHUTE MIOMEIIICHHS.

2. Pabota c ycTpoiicTBaTa (KOMIIOTPH, JIATITOTIM M TaOJIETH) B MpeKaTa C
MOJIKpeTiaTa Ha NeIarOrHuecKy CIIEIHAITHCT.

3. OOyuenue 3a 6e30mMacHO U OTTOBOPHO MOBEJICHNE B MpekaTa Ha oOpa3oBaTeaHaTa
WHCTHUTYIUS M B UHTEPHET.

4. HWudopmanms 3a mpaBuiara 3a padboTa B Mpexara.

5. CurypHa nudpoBa cpena B IeTcKara IrpajJidHa U yIHIUIIETO.

6. IlomsBaHe Ha MOOWIJIHUTE CH YCTPOMCTBA U3BBH ydeOHUS Tporiec (IOYMBKaTa 1
MEX]IydacusTa), a IpU M3PUYHO yKa3aHWE HA YUUTEN — U B y4eOHHUS dYac/mefarornveckara
CUTYallUs 32 IEUTE Ha YICOHHS MTPOIIEC.

BAYKHO! TlpaBuiara 3a 6e3omacHa paboTa B HHTEPHET, KOUTO JIelaTa U YUYCHUIIUTE
ca 3aJbJDKEHH Jia Clla3BaT, Cc€ MOCTaBAT HA BUJHO MsCTO B oOpa3oBaTeliHaTa MHCTUTYLHUA,
KaKTO M B KOMIIOTHPHUTE KaOMHETH, Taka U Ha caiiTa Ha JeTCKaTa IpaJuHa/yduiuiero. B
HA4yajloTO Ha YydyeOHAaTa TOJMHA 1O TMOAXOMAAI HAUYMH BCHUYKH Jela ¢ TEXHHUTE
POAUTENN/HACTOMHUIIM/TIONIEYUTENIM C€ 3amo3HaBaT ¢ TiX. llemaro3ure mepuoaMyHO
HAMOMHSIT 32 TSIX U 32 CUTYPHOCTTa B MHTEPHET B MOAXO0AAIIN (OPMU U ACHHOCTH, B KOUTO CE€
BKJIIOUBAT JIe11aTa/yUeHUIIUTE U POJIUTEIUTE UM.

Yacr |. OTroBopHOCTH Ha PBKOBOAUTEJHTE HA 00pa30BaTeJIHUTe WHCTHUTYUHUH,
HA NpPo(QeCHOHAJMCTUTE, padoTem ¢ Jena M ¢ MHPOPMANMOHHO-KOMYHHKAIIMOHHH
texnojorun (UKT)

JlupeKTOpBT Ha JeTcKaTa rpaJuHa/yauiInIeTo:
1. Opranusupa JelHOCTTa MO U3IBIHEHUETO Ha Te3U MpaBUIIa, U OCUTYPSIBa JOCTBII
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70 KOMIIOTbpHAaTa Mpexka, e()eKTUBEH M MOCTOSHEH KOHTPOJ, IUIAHHMPAHETO HAa MEPKH II0
OpraHM3alusTa 3a Clla3BaHE Ha IIpaBuJIaTa 3a padoTaTa Ha JAelaTa U YUYEHULIUTE B MpexaTa U
3alUTa OT BPEIHO UM HE3AKOHHO ChAbP)KaHUE B UHTEPHET.

2. OcwurypsiBa Ipu TEXHHUYECKA Bb3MOXKHOCT IIPOCIIeAsIBaHe Ha Tpaduka,
OCBIIIECTBSIBAH Upe3 MpexkaTa Ha 00pa3oBaTeIHaTa HHCTUTYIIHSL.

3. Ilpu koHCTaTHpaHe HA Cilyyan HAa KHOEPTOPMO3, HE3aKOHHO ChIbPKAHHUE U
MOBEJICHNE B Mpexara Ha 0o0pa3oBaTelHaTa MHCTHTYLIHS W/WIM B WHTEPHET YyyBEIOMsBa
He3a0aBHO KOMMETeHTHHTe opranun — Jupekmwst ,,CommanHo ToanoMaraHe”, 1o
MecTornpeOnBaBane Ha aerero u [maBHa nupekuus ,,bopba ¢ opraHuznpanarta IpecThIIHOCT ,
crenuanu3upanusaT ornen ,,KubepnpecrsnHoct Ha MBP. B Te3u cinydyan okazBa HyXKHOTO
CbJICHCTBUE HA KOMIIETEHTHUTE OpPraHM C L€l YCTAaHOBABAHE HAa W3BBPILIUTEINTE U
IpearnprueMa MEpKH 3a MPOTHBOJCHCTBUE M INPEMAaXBaHE HAa CHOTBETHOTO ChIbPYKAHUE OT
MpexaTa Ha oOpa3oBaTesnHaTa MHCTUTYIUS. Mojke /a mojydaBa U KOHCYJITaHTCKa IOMOIIL OT
Hanmonannus neHTsp 3a 6€301maceH HHTEPHET.

4. OpraHuzvpa B HA4aJIOTO Ha BCsIKa yyeOHa roJlnHa 3all03HaBaHe Ha Jerara u
YUYCHHITUTE U POJUTEINTE/HACTOMHHUITUTE C MpaBHiiaTa 3a 0e301acHa paboTa B Mpexara.

5. OcwurypsiBa OTTOBOPHO JIHIIE (CIY)KUTEI I HACT BHHIICH CICIHAJIHCT), KOCTO J1a
M3MBIHABA QYHKIIMUTE HA CUCTEMEH aMUHHUCTPATOP.

Yunrteanre, nearornyecKuTe ClenaaIucTH U PbKOBOIUTEIUTE 10 HATIPABJIeHHE
HUKT ca 11pxHA 1a:

1. PaszscusBar mpaBuiaTa 3a 6€30MacHO ¥ OTTOBOPHO MOBEICHUE MPH padboTa B
Mpekara Ha 00pa3oBaTeTHaTa MHCTUTYIMS M B HHTEPHET.

2. OchInecTBABAT MOCTOSHHO HAOJIOICHUE W KOHTPOJI BBPXY padoTaTta Ha Jerara u
VYCHUITUTE B MpeXKaTa Ha 00pa3oBaTeIHATA MHCTHTYIIHS B yIeOHO BpeMe.

3. IlpeanpuemaT He3a0aBHU MEPKH 3a MIPEYCTAHOBSIBAaHE HA JOCThIIA HA JleraTa u
YUEHHUIUTE 10 HE3aKOHHO U BPEIHO ChIbpPKaHUE B MpexkaTa.

4. YBemomsBaT He3a0aBHO JMPEKTOpA HA JeTCKaTa rpagrHa/yduiIuIIeTo Mpu
HapylllaBaHe Ha IpaBHJaTa, Ciydal Ha KHOepTOPMO3 WM MPU YCTAaHOBSIBAHE HAa HE3aKOHHO U
BpPEAHO ChIbPKaHUE WM TIOBEIEHUE B MpeXxaTa.

5. Oka3Bar nmojkpena Ha Jera ¥ YICHHIH — 00EKT Ha KHOepTOpMO3, upe3
II'bPBOHAYalIHA TICUXOJIOTHYECKA MOJKpena OT YUYMJIUIIHMS TCHUXOJIOT, Ype3 pa3roBOp OT
CTpaHa Ha MeJaror B JIeTCKaTa rpajiiHa 3a CHU)KaBaHE Ha HAIIPEXKEHUETO y AETETO.

6. Curnamusupar npu HeoOxoaumocT Jlupekius ,,ConnanHo noamomMarade’ mo
MECTOKMBEEHE Ha JIETeTO/YUYeHHKa C el OIICHABaHE Ha HY)KJaTa OT HAaco4YBaHE KbM
COILIMAJTHY YCIIYTH 3a OKa3BaHE Ha MOCJeBalla MoAKpena.

CHCTeMHUST AAMUHUCTPATOP (CIYKHUTE] B 00pa3oBaTe/IHATA HHCTUTYIUS MM HAeT
BBHIICH CIICIUAIKCT):

1. OcurypsiBa o0miara 6€30mMacHOCT U PYHKIIMOHATHOCT Ha MpeXxaTa.

2. [Ilpennara u npuiara MEpKH, OrpaHU4aBaIly JOCThIIA HA JelaTa U YYCHUIIUTE J10
BPEJHO WJIM HE3aKOHHO ChIbpP)KAHHE M TOBEJACHHE B MHTEPHET B CBOTBETCTBHE C
JCWCTBAIIOTO 3aKOHOATENICTBO Ha PemyOnuka bbarapust.

3. H3BbpiiBa neproauueH Mperie] Ha KOMIIIOThPHATA MPeKa Ha 00pa3oBaTeIHaTa
WHCTUTYIUS 32 HAJIMYUE HA BB3MOXKHH 3aIUIaXd UM PUCKOBE 3a CUTYPHOCTTA Ha Jerara u
YUEHUIUTE MPU padoTa B UHTEPHET.

4. Cnenu Tpaduka, OCHIIECTBABAH Ype3 KOMITIOTHPHATA MpEka Ha 0Opa3oBaTeHaTa
WHCTHUTYITHS.

5. Ilpeanmpuema He3abaBHU MEPKHU 3a MPEYCTAHOBSIBAHE HA JIOCTHIIA HA Je1aTa u
YUEHUIUTE JI0 HE3aKOHHO W BPEIHO ChIbPKAHHUE B MpeKara.

6. VYBemomsiBa He3a0aBHO TUPEKTOPA Ha JeTCKaTa rpaJiHa/yIHIUIIETO TP CIyqan
Ha KuOepTopMoO3, HapyllaBaHe Ha MpaBWJaTa WIM TPU YCTAaHOBSIBAaHE HA HE3AKOHHO
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ChABbpIKaHUE WM IMIOBEJCHUE B MpPEKaTa.
7. CsppelicTBa 3a yCTaHOBSIBAaHE HA U3BBPIIUTEIN HA KHOEPTOPMO3 U MPHIIAra MEPKU
3a OrpaHMYaBaHE HA TAKUBA CIIy4au.

Yacr Il. [IpaBa U 0TrOBOPHOCTH HA poauTeEINTE!

Poagurenure umar mpagso ja:

1. TlomyuaBaT mH(pOpMALKS 32 PUCKOBETE U 3aIJIAXUTE 32 OE30MaCHOCTTA Ha
TEXHUTC JACLaA IIpU pa60Ta B MHTCPHECT B JACTCKATa FpaILI/IHa/y‘-II/IJII/IIlICTO 1 BKBIIIH.

2. bbpar cBoeBpeMEHHO HHPOPMHUPAHH, aKO JIETETO UM € 00CKT Ha KHOEPTOPMO3 B
JeTcKaTa rpauHa/yqIuTHIIeToO.

3. VYuyacTBaT ChbBMECTHO C PHKOBOJICTBOTO Ha 00pa30oBaTeIHATA HHCTUTYIIHS IPH
pa3pelraBaHe Ha BCEKH KOHKPETEH MPo0JieM, CBBP3aH C HapyllaBaHe Ha MpaBHaTa OT CTPaHA
Ha TEXHUTE JIera.

4. VyacTBaT ChC CBOM MPEIOKCHUS B OTIPEICIITHETO HA MPaBUIIaTa U MEPKUTE 32
0€301MacHO M3I0JI3BaHE HA MHTEPHET B JIETCKATa T'paIMHA/ YIUITHIIETO.

5. Tomydar undopmarus 3a HHOOPMAITMOHHO-CUTHATIU3AIMOHHH TIaTGOPMH KaTo
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com; www.safenet.bg;
www.facebook.com/bgcybercrime.

PoauTresMTe HOCAT OTTOBOPHOCT Ja:

1. TlomorHaT Ha AE€TETO CH Ja M3rPaJId YMEHHS 3a OHJIAH 00IIyBaHe B 0€30TacHO
U3I0JI3BAaHE Ha UHTEPHET.

2. OchblIIecTBIBAT MOCTOSHEH KOHTPOII 33 CUT'YPHOCTTA Ha JIETETO CH B HHTEPHET.

3. TlposBsBaT MHTEpPEC KbM aKTHBHOCTTA HA JETETO CH B MPEKATa, BKIIIOYUTEITHO
Ch3[IaBAHETO Ha MPO(UIM B COLHUAIHM MPEKH W PETUCTPALMM B CaWTOBE W MOOMIIHHU
NPUIOKEHHsI, KAKTO M Ja pas3siCHAT IOCIEACTBHATA OT  CH3JABAHETO  W/WIIH
Pas3IpOCTPAHEHUETO HA OTPEICIICHO ChAbPIKAHUE.

4. Tlpu ycraHOBsIBaHe, Y€ ICTETO MM € JKEPTBA Ha KNOEPTOPMO3, [a CUTHAIM3HpaT Ha
otaen ,,KubepnpecrbpmHocT” KbM [ 1aBHa nupeknus ,,bopbda ¢ opranusupaHaTa mpecThITHOCT
(http://www.cybercrime.bg/bg), 17001 IlenTnpa 3a 6e3omaceH HHTEPHET
(https://www.safenet.bg/), kakTo u Morat aa MOTHPCAT ChaekcTBUE OT Jupekuus ,,CoruaaIHo
[OAIIOMaraHe mo MeCTOXXMBEEHE Ha JETETO C Ie] OKa3BaHEe Ha ICHXOJIOTHYECKA IOJAKperna
Ha JeTero. B To3m cimydail TpaOBa ma yBeJOMAT? M JMpEKTOpa Ha 0Opa3oBaTeIHATa
UHCTUTYLIUS.

5. CexpansBar 31paBeTo Ha JETETO, KATO MPOCIEAIBAT BPEMETO 3a U3II0JI3BAHE Ha
UHTEPHET.

6. VYBemomsaT qupekTopa Ha 00pa3oBaTeIHATAa HHCTUTYIIUSA, KOTaTO UM CTaHe
W3BECTHO, Y€ JIETETO MM € OOEKT Ha TOPMO3 OT JPYro JIeTe, C KOETO € B €IHO M ChIIO
YUHITHIIE.

Yacr IIl. O6mu npaBuia 3a 0e3omacHo o0lIyBaHe B HHTEPHET 3a Jenara u
ydyeHuure (aT1anTHPAHU 32 TSAX)

LOr cTpaHa Ha 00pa3oBaTeTHATA MHCTHUTYIUS CIIe[Ba Ja ObAAT MPEIIPHUETH HEOOXOAUMUTE ACHCTBHUS POIUTEITUTE
Ja ObJaT 3aM03HATH C TEXHUTE MPaBa M OTTOBOPHOCTH WM C TpaBWiaTa 3a Oe3omacHa paboTa B MHTEPHET, KOUTO
JieraTa u YYSHHAIIUTE ca 3abJDKEHH J]a Cria3BaT

2 YBenoMsABaHETO MOKe J1a ObJie B yCTHA MIIM MCMEeHa (opMa, KaTo 3a IPeNoYuTaHe € NUCMEHATa TAKaBa.
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Kato pmere u ydeHMK CBM [UIBKEH Ja Cla3BaM CIEIHUTE TpaBuwia. AKO ce
3aTpyAHsABaM B TSAXHOTO paz0upaHe, MOra Jia Iojy4da MOJIKperna OT POAUTEN WIH OT YIUTel, 3a
na Mu ObaaT 0OSCHEHU:

1. Jla e naBam nuuHa MHQOPMAIHS: UME, aJpec, Maposia OT eJIEKTPOHHA MOIIa,
npodusl B COIMAIHA MpeXka, JIMYCH TeleOHEH HOMeEp, JeTCKaTa rpaauHa/ydriIuIIeTo, B
KOETO y4a.

2. Jla me naBam mH(pOpMaIUs 3a MecToOpadboTaTa WU JIMYCH U CIy)keOeH TereoHeH
HOMCP Ha pOAUTCIIUTE, H&CTOﬁHI/IHI/ITC, 6JII/I3KI/IT€, MMPpUATCIIUTE, CbYUCHUIIUTC U IIO3HATUTEC CU
0e3 TAXHO pa3pelnicHHe.

3. Jla He m3mpaiaM ¥ J1a He Ka4BaM OHJIAIH CBOM CHHUMKH ¥ BHJea, 0e3 IpeIu ToBa
1a € 00CHJICHO M B3€TO PEIICHUE C POAUTEIUTE MH.

4. Jla He u3Mpaliam ¥ Ja He KauBaM OHJIAWH CHUMKH U BUJI€a HA TIPHUSITEIH,
ChY4YEHUIIU, POJHUHU, YUUTEIH, OJIU3KU, IO3HATH U Jp., 0€3 Mpeu TOBa Ja € 00CHIIEHO C TAX,
a B CIIly4auTe, KOTaTO CE Kacae 3a MOW INPHATENH, ChbYYECHUIIH, /1a € ChIIIACYyBaHO OT TSAXHA
CTpaHa U C POJTUTEITUTE UM.

5. /Jla He oTroBapsiM M /1a HE OTBapsIM NMpUKayeHH (ailioBe Ha eJIEKTPOHHA TO1Ia,
MoJIlydeHa OT HENO3HaT mojaren. Ts Moke Ja ChIbp)Ka BHPYC WM JApyra 3J0BpeaHa
mporpama, KosiITO Jia YBpeau KOMMIOThpa/TenedoHa/Tabnera Wik a TO HANpaBH YSI3BUM 3a
BBHIIICH JOCTBII.

6. Ille ce mockBETBaM C POAMUTENNTE CH/YIUTEN, PN a CBANIS WIA UHCTATHPAM
HOBA MpoTpama/IpUIoKEHUE Ha KOMITIOTHD, TenedoH, TabaeT, KaKTo U He MpaBs HUILO, KOETO
MOJKE JIa YBpEeIW KOMITIOThpA WM Ype3 AaJeHO ACUCTBUE Ja Ce Pa3KpHUAT JaHHU 32 MEH U
CEMEMCTBOTO MH.

7. Hemara, kouTo paBsi B UHTEPHET, HE TPsIOBA J1a BPEAAT HA IPYry XOpa WM Jia
NPOTHUBOpEYAT Ha YCTAHOBCHUTE MpaBmiia (YacT OT TAX Ca YPEJCHU B 3aKOHH).

8. MH3BecTtHO MU €, 4ye € 3a0paHeHO Ja C€ U3IO0JI3Ba YYXKJO0 MOTPEOUTEIICKO UME,
napoJjia 1 eJIeKTpOHHa Moa.

9. Jla He nuImIa ¥ Jja HE KaYBaM HUILIO, KOETO MOXKeE J1a € OOMIHO WM YHUZUTETHO 3a
MEH WJIH 3a JPYTH X0pa.

10. HeszabaBHo uH(bDOpMHUpaM BB3pacTeH (POAUTEIN, YIUTEN, TUPEKTOP,
MeIarOTUYECKH ChBETHHK), KOTATO MOTAHa Ha MaTepUalik, KOUTO M€ KapaT Jia Ce 4yBCTBaM
HEeyI00HO WJIM Ha MaTepUaId C BPEJHO WM HE3aKOHHO ChIbpXKaHHE, KOETO MOXe Ja Oble
nopHorpadusi, MNPONOBAJBAaHE Ha HACWJIUE U TEPOPU3BM, ETHHYECKA U PEIUruo3Ha
HETOJIEPAHTHOCT, ThPTOBHSI C HAPKOTHUIIM, Xa3apT U JIp.

11. Jla He oTroBapsM Ha CHOOIIEHUS, KOUTO ca OOMIHH, 3aIUTAIIUTEIHN, HENPUIMYHU
WIM Me Kapar Ja ce uyyBcTBaM HeynoOHo. WHdopmupam poaurtenure cu/KiacHUS
PBHKOBOJUTEIN, YUUTEN, JUPEKTOP, MEAATOTUYECKU ChbBETHHUK 32 TAKMBA CHOOIICHUSI.

12. Axo HsKOH Me 00MK/a HIIM TOPMO3H OHJIAMH, HE OTroBapsM. JlokinanBam ro Ha
OTTOBOPEH BB3PACTEH (POAUTEN, YUUTEN, IUPEKTOP, MEAArornYecKu ChbBETHUK). Mora u cam
Ja JOKJIaJBaM, KaTro IMOoJaM CHUTHAal Ha caMus CalT WIM Ha TOCOYEHHUTE aJpecH:
www.gdbop.bg; www.cybercrime.bg; Www.spasidete.com;
www.facebook.com/bgcybercrime; www.safenet.og u ro 6mokupam. Jlobpe ¢ na Hampass
BeHAra €KpaHHa CHHUMKa (CKPUUHILIOT) HA CHOTBETHHS PasrOBOpP WU ChIbpXKAHHE KaTo
€JIIEKTPOHHO JI0KA3aTEJICTBO, KOETO MpeAaBaM Ha OTTOBOPEH BB3pacTeH (POAHUTEN, yUHTEd,
JIMPEKTOP, MEAarOrnIeCKH ChBETHHUK).

13. BuumaBawm, korarto pasroBapsiM B 4at. [lomns npaBuio Nel: ge xopaTa oHIaliH HE
BMHArU ca TE€3W, 32 KOWTO C€ MPEJICTaBAT W MOraT Jia ThPCAT ompeneseHa uHbopMalus, C
KOATO Ja 3JI0YMOTPeOsAT ¢ MEH UiH ¢ Apyrute xopa. [IpaBuno Ne2 e de He mpaBsi HUIIO Ha
JpyT 4OBEK B MpeKaTa, KOETO He UCKaM Jla MU C€ CIIYYU U HA MEH.

14. Axo ce cmyuu Ja momnajaHa Ha HHPOPMAIUS WK APYro ChIbpiKaHue B Mpexara,
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KOETO HE MU XapecBa WJIM Me IUIAlIM 10 HSAKAaKbB HAa4yMH, MOra Ja IOoJaM CHUTHal Ha
JNCHOHOIIHATa U Oe3ratHa Harmmownamnara tenedonna nmuHus 3a nema 116 111, Ha otmen
,,Kubepnpecrbraoct Ha I'/IBOIT (http://www.cybercrime.bg/bg), na Lientbpa 3a Oe3onacen
HHTEpHET Ha ajgpec: Www.safenet.bg, wim Ha texuus tenedon 124 123, winm npes yaT-Mo1ysia
Ha Www.Safenet.bg .

15. Tps6Ba na He MpUEeMaM CPELIH C JIUIA, C KOUTO ChbM CE€ 3all03Hajl/a B UHTEPHET,
OCBEH cJieJl ChIilacMeTo Ha poautenute MU. [loMHs, 4e XopaTa, ¢ KOMTO C€ 3alo3HaBaMm
OHJIAMH, HE BUHArW Ca TE3H, 32 KOUTO ce mpezacTaBaT. OMUTBaM ce BHHArH Ja MPOBEPSBaM
Ja7 YOBEKBT OTCpela HAUCTHUHA € TO3H, 32 KOTOTO C€ IMPEJCTaBsl Upe3 MPOBEpKa 10 UME,
MUMEJI, CHUMKa M KOHTPOJICH BBIIPOC, Ha KOWTO OM TpAOBaIO 1a 3HAae OTroBOpa, aKko €
HaucTuHA To3u. [Ipy cbMHEHHNE MOKe J]a TI0JJaM CUTHAJ WM J1a OThPCS ChBET Mpe3 caiiTa Ha
Llentnpa 3a 6e30macen nHTepHET WWW.Safenet.bg.

16. M3mon3BaM HACTPOMKHUTE 3a O€30MACHOCT U 3alllWTaTa Ha JIWIHHUTE JAHHH Ha
COLIMAJTHUTE MPEXU, MOOUITHUTE MIPUIIOKEHUS U Opay3bpHTe.

17. M3non3Bam gyHkiusaTa 3a 6e3omacHo chpdupane. [la He mocemasam caiiToe B
WHTEPHET, KOUTO ca ChC ChbP)KaHUE, HETIOIXO/IAMIO 32 JIETCKA ayAUTOPHSI.

18. M3non3BaMm TpyaHHU (ABJITH, C TIABHU U MaJIKU OYKBH, IU(PH U CTIEIHATHA
3HAILIM) ¥ Pa3JIMYHU 32 BCEKH CalT MapoJIH.

19. M3mon3BaM aHTUBUPYCHA MpOTpama, KOSTO ClIe[Ba PEAOBHO ¢ ce OOHOBSBA.
3aeHO C OTrOBOPHHUTE BB3PACTHHU (POAMTEN, YUUTEN, JUPEKTOP), MOUIBPIKAM TIOCICIHUTE
aKTyaJM3WpaH BEPCUH HA BCHYKH MPOTPaMH M IPUIIOKECHUSI.

20. Axo moi3BaM 00IIM KOMIIOTPH, BUHATH MTPOBEPSBaM Jalll ChM H3JIS3bJ/H3IIs371a
oT nmpoduia cH, ciaeja Karo CBBbPIIM yaca. B ciyuali, ye Hamepsi yCTpOICTBO, HA KOETO APYr
YYEHHK € pabOTHiI, HO HE € 3aTBOPHMII Mpoduia CH, BeJHAra Ie u3jisn3a 0e3 Jaa mperiexKaaMm,
MIPOMEHSAM WM 100aBsiM HHQOpMaIUS B TpoQuiia My.

21. TpsOBa ma UMam MpeaBUI, Y€ KOTATO IMyOJIMKyBaM HEBSIPHA U M30TIaueHa
nH(popmMalus 3a APYr YOBEK, JOPHU C sICHATA MUCHII, Y€ TOBA € IIera, TOBa MOXe Ja TOBEE 110
3nm0ynoTpeda U 10 HENPUSTHU MPEKUBIBAHUS 32 TO3U YOBEK.

CBbBETH 3A 3IPABETO

3a 51a paboTuTe HA KOMIIOTHP, 0€3 J1a yBpeIuTe CBOETO 37]paBe, pelyBail BpeMeTO CH B
OHJIaliH M o(IaiiH cpesa, KaTo clia3BaiiTe CieHUTE MpaBuia;

3A JA HE YBPEJUTE 3PEHHUETO CH:

3a 1a He yBpenuTe 3pEHHETO CH:
Pa3CTOSIHUETO MEXy OYMTE M MOHUTOpA TPsiOBa Ja ObJIC OKOJIO MOJIOBHH METHD;

Pa3CTOAHUCTO MEXKAY OYUTEC U KilaBUaTypara Ja 6]5,[[6 OKOJIO ITOJIOBUH MCTHBP,
BBpPXY MOHHUTOPA HE TpH6Ba Jla IoIiazia 1mpsika CIbHYCBa CBCTJIMHA,
HC pa6OTI/I B CTasd, KbACTO UMa CMECCHA CBCTJIMHA — CIIbHYCBA U U3KYCTBCHA,

BpPCAHO 34 OYHUTE €, aKO 3al MOHUTOPA Ja UMa IIPO30PCIL oe3 OpH U 3aBECH,

N N NN

3a Ja OTHOYMUBAT OYUTE, OT BPEMC HaA BPEMC OTMECTBalTE morieaa OT MOHHUTOpa U
MOTJICK 1Ak mpe3 1npo3opeua Ui KbM Hali-JaJeuyHus Kpaﬁ Ha CTaATa BbpPXY JAJICUCH O6CKT;
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IIpu pab6ora ¢ k1aBuarypara:

v’ He nperbBail KUTKAaTa, KOrato IHILEII;

v/ CrbBaii JIEKO MPBCTUTE HA PHKATA U OTITYCKAl Iajena;

v )106pe € Ja M3M0JI3Ball KilaBuaTypa € KJlaBUIlIW, KOUTO Ca MOA JICK HAKJIOH.

IIpu pa6ora ¢ Mmumka:

v MUIIKaTa TPsIOBa Ja ObJie C pa3Mepa Ha JUTAHTa;

\/ HC IBWXXU MHUIIKATa cCaMO C I1aJiena U MaJIKHuA HpT:CT;

v IOJI3BAl ITOIXOIAIIA TTOUI0KKA 34 MUIIIKATA.

Meo6eaute

v CTONBT TpsiOBa na OBAEC HaA KOJENIa, C peryjimpyeMa BHUCOYMHA Ha CeJajiKkara |

obJerankara, KOsITO TpsIOBa J1Ja OCUTYpH OTIOpa Ha TPbOHAYHUS CTHJIO B 00JIacTTa HAa KPBCTA;

v 6ropoTo TpsOBa /1a ObJie CTAOMIIHO M YCTOMYMBO Ha BUOpaLUU.

CXEMA 3A YBEJIOMSIBAHE B CJIYUAH HA KUBEPTOPMO3

CucteMeH aAMUHHUCTPATOP
(cmy>kuTes WK BHHIICH
CIIEIIHAIHCT)

Yuuren, Bp30UTATE]L,
PBKOBOIUTEN
Hanpasienue KT,
TUPEKTOP, MEIarOTHYECKH

Hupektop

/ TJIEOIT

CriecnuaJaucT

Otnen KubepnpectbnHoct*
www.cybercrime.bg 4
Ten. Ha LlenTsp 3a
0e30IaceH HHTEPHET
124 123
www.safenet.bg
Hanumonanna ten. nuHus 3a

Ponuren,
HACTOMHUK,
MOTIEYUTEI, JPYT
roJjiaramy Tpuxu

3a JICTETO

K nena 116 111 /

A4

Hupexnus
,,CollnaimHo
rnoxnomMarasne”
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KPATBK PEYHUK U JOIIBJIHUTEJIHU CBBETU:

KAUYBAHE U CIIOJAEJSAHE HA CHUMKM — Caumku M BUJEO HA JIeTe, YUCHHK,
poauTeN, YYUTEN, IUPEKTOp, MCUXOJIOT, PECYpPCEH YUuTes, OJNU3KH, MPHUATENH, [MO3HATU WIIU
HENO3HATH JIMIAa ca IMyOJUYHO JOCTHIIHU M300paKE€HUs B UHTEPHET, KOUTO MOraT Jia ca KaueHU
OT POAMTENINTE WU APYTY WICHOBE Ha CEMEMCTBOTO, NIPUATENN, CbYUYEHUIH U JIp. Te3u, KOuTo
ca ' CHOJENIWIN/KauyliId B UHTEPHET, MOXKE J1a UMaT U3IsUI0 TOOpU HaMepeHUs] KbM HETO/Hes.
Korato ce kacae 3a CHUMKH, Ha KOUTO HE CT€ aBTOp, CBHIIUTE HE MOTAaT Jia ObJAT MOJI3BaHU U
NOoNyJsipu3upaHn 0e3 chriaacMeTo Ha TexHHs aBTop. Ho TakoBa chbabpkaHue MOXe Ja
HaKbpHABA JIMYHOCTTA U JTOCTOMHCTBOTO Ha JMLETO. [IpenoppynTenHO € 0 HMKAaKbB MOBOJ Ad
HE C€ KayBaT CHUMKHM Ha JI€Te, 32 KOMTO MMa W HaW-MaJKOTO CbMHEHHE, 4€ MOraT J1a My
HaBpeaaT u 0e3 HeroBo chriacue. CroJensiHETO Ha CHUMKM € YeCTO CpPELIaHO SIBJICHUE B
COLIMAJTHUTE MPEXH, 3aTOBAa OCHOBHA IpENOpbKa € MOJAOOHH CHUMKH Jia C€ CHOJENAT CaMo C
Xopara OT CHHUCbHKa C MPUATENN Ha YOBEKa, KOWTO HMCKa Jla Kauu CHUMKaTa, M oule 1mo-a0ope —
camo C rpynara Ha Hail-OJM3KU MpHUSATENN OT pealHHs KUBOT. BaxkHO e, Koraro ce cHHUMa CbhC
cMapT(doH, 1a ce yBEepUTe, Ye CHUMKHUTE HE C€ KauBaT aBTOMATHYHO B Ipo¢uia Ha POAUTENS WK
JeTeTo B caiitoBe kato MHcTarpam Hanpumep. B npodunurte cu B colmamHuTe MpexH TpsOBa aa
CT€ CHTypHH, Y€ CT€ HACTPOWJIM JOCTHIIA JO0 CHHUMKUTE CH TakKa, Y€ Jla C€ BIXKAAT CaMO OT
npusitenute Bu. ChIIOTO ce OTHACS M 3a HACTPOWKUTE HAa OOJAYHM YCIYT'HM, B KOHWTO C€
ChIIbPKAT CHUMKU U UHPOpMAIIHSL.

DAJIININBU HOBUHMU — Cr3narenute Ha GallImBA HOBUHU W3MOJI3BAT TPATUIIUOHHU
MEIUWHM TIOXBAaTH 3a TPUBIMYAHE BHUMAHUETO HA YHTATENs, HANpPHUMEpP IPOBOKHPAITH
3arjlaBusi, HO YCISIBAaT Ja ro 3a0iyasaT W Ja ro HakapaT Jia MOBSpBa, ye WH(OpManusaTa, KosTo
yeTe, € HCTHUHCKA.

Kak na pa3sno3naem ¢ajmmBuTe HOBUHM:
e [IpaBere paznuka Mexay XyMOPUCTHYHU U CEPUO3HN HOBUHAPCKH caiiToBe. 3amuTaiite ce —
Mo3HaBaTe JIn MenusaTa U umare i u nosepue? IlpoBepere nanu 3ariiaBueTo, KOETO YECTO €
IPBMKO U IIOMIIO3HO OTTOBapsi Ha ChIbP>KaHUETO HA HOBUHATA;
e [IpoBepere ganu KypHATUCTHT € MOCOYNI KOHKPETHO MU3TOYHHMKA HA WH(OPMALIUS WIH
unpopmanuara ce Oazupa Ha Japyra cratusa. [IpoBepere nanu OCHOBHUAT HM3TOYHUK Ha
uHpopmalua € JocToBepeH. BuHaru moriexjaiite HayalloTO WM Kpas Ha CTAaTUATA, KBAECTO
OOMKHOBEHO € MOCOYEH M3TOYHUKBT Ha MHpopMaius. AKO ce kKacae 3a MH(opMmalus, KOsTO
MPOU3NIM3a OT Abp)KaBHAa MHCTUTYLHUA, MpoBepeTe oQuIMamHaTa i cTpaHula aaiu ¢Gurypupa
Ta3W HOBHMHA WM MOTHPCETE EKCHEepT MO Temara OT JaJeHaTa MHCTUTYIHUsA. AKO HE € MOCOYeH
M3TOYHHK, € PEIHO Jla CE ChbMHSBATE B JOCTOBEPHOCTTA Ha HOBHHATa. B moBeueTo JOCTOBEpHH
MaTepHuaau ce MocoYBa HauyMHA HAa ChOMpaHe Ha MH(OpMALMATA M aBTOpa Ha MyOIMKAIUATA.
[IpenopbunTEeNHO € J1a ce cpaBHU HHPOpMAIIHATA, aKO € MyOINMKyBaHa B pa3InYHA U3TOYHHUIIN,
e AKo momaJHeTe Ha CTaTus, MyOJMKyBaHa B HEMO3HAT 3a Bac OJior, a HHpOpMaIHsITa HE €
THpakKupaHa HUKBJE JApyraje, TOBa € 3HaK, 4e HOBUHATa Moxke Ou e (anmuBa. Bunaru tepcere
W Jpyrd pe3yliTatd 1O TemMaTa, a ako T€ ca MajKO0 WM HHUKaKBU, TO-100pe He
pa3npocTpaHsBaiiTe HOBUHATA,
e [Ipomepere garara Ha mMyOJIMKAIMATA, Thi KATO YECTO CTAPH U HEAKTyaTHH HOBUHU CE
MyCKaT KaToO HOBHU.
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OHJIAMH (KMBEP)TOPMO3DbT npejcTaBnsBa HM3MON3BAHETO HA MHTEPHET 3a
HaHACSHE Ha €MOILMOHAJHA Bpela BbpXY APyru xopa. TOpMO3bT B MHTEPHET MOXE Ja UMa
pazmuuan opmu. Toll Moke 1a MHHaBa Tpe3 paslpoCTpaHsSBaHE Ha IOAWUTPABATEIHH U
OoOMIHU CHUMKH U BUJICOKJIMIIOBE B CATOBE 3a CIIOJICNISIHE HA BHJICOCHABPKaHUE Kato Vbox7
u YouTube, ch3gaBane Ha QammuBu Npouiid ¢ 0OUTHO CHIBPKAHUE B COIHMAIHU MPEKH
kato Ask.fm, ®eiicOyk u MHcTarpam, KakTo U B CbOOLIEHHS M N300paKeHUs B TPUIIOKECHUS
3a KomyHukauusa karo Ckaiin u BaiiObp, niam B u3IpaliaHeTo Ha OOWIHHM CBHOOIIEHUS U
KOMEHTapH, B ChILUTE CAlTOBE U MIATHOPMHU.

KPA’KBATA HA MMPO®UJI (xakHaT mpodu) mnpeincrapisBa MPUCBOSIBAHETO HA
qyXJ1 MOTPEOUTENCKA TPo(dUia B COIMAIHA Mpexa, IaTdopMa 3a oOmryBaHe (HarpuMep
®eiicOykK), eneKTpoHHa moma UM apyr caiT. Kpaxxbara craBa Bb3MOXKHA 4pe3 BIM3AaHE C
MpaBUJIHATA Tapoja W HeiHaTa MoAMsHA C HOBAa M HEHW3BECTHA 32 YOBEKa, HAa KOTOTO
NpUHAUIEKU NpoPuiIbT. Bb3MoxkHO € cien kpaxkbara mpodmiabT Ja ce M3Moia3Ba 0e3
3HaHUETO M CHIVIACHETO HA IMbPBOHAYAIHUS COOCTBEHHMK. AKO Ha JIETE TMOJI 3aIbJDKUTEITHATA
3a TIOBEUYETO COLMAJIHU MPEXH Bb3pacT OT 13 ronuHu (Ta3u Bb3pAcT € TakaBa, 3all0TO MO-
roJsiMara 4acT OT IMOTYJISIPHH COIMATHU MPEXH ca aMEPHKAHCKH U TIpaBUIIaTa 3a MOJI3BaHE ca
ChOOpa3eHN C aMEpPUKAHCKOTO 3aKOHOJATEJICTBO) C€ Ch3/laBa COOCTBEH MPOQMI BHB
®eiicOyk, MHOTO € Ba)XXKHO NpH M300pa Ha Bb3pacT ja ce u3depe noj 18 ronauuu, Thil Kato 3a
HEIBJITHOJIETHUTE MOTPEOUTENTN NMa Ba)KHU JIOTTBITHUTEITHU 3aIUTH.

KPAKBATA HA JIMYHU JAHHMH e BUI KOMIIOTBPHO IPECTHIIEHUE, ITPU KOETO
ce mpuAOOMBAT UYKIU JUYHH JaHHH C 1ell (UHAHCOBa WM3MaMa WA 3JI0yIoTpeda KaTo
TerJieHe OT 0aHKOBA CMETKa, WM KaHIUAATCTBAHE 3a KPEIUT OT UyX A0 uMe. Ta3u ornacHoOCT
[0 MIPUHILIMII HE 3acsra Mo-MajKuTe JIela, KOUTO He MPUTEXKaBaT JIMYHU JOKYMEHTH, OAaHKOBH
CMeTKM unu kaptu. Ho mpu tuitHeHxbpuTe Haja 14-roaMiinHa BB3pAaCT TO3U PUCK CTaBa
aKTyaleH.

®OUIIHUHI' ATAKUTE ca naii-pasnpoctpaneHata ¢opma Ha VHTEpHET M3Mama u
IIMPOKO H3MOJI3BaH TOXBAT OT KOMIIOTHPHU TPECTHITHUIM 3a IOJIydaBaHE Ha Ba)KHA
nHpopmanus. Toa mpecrbiuieHne ce Hapuda ,,pumuHr’ (,,phishing” — "3apuOsBane”,
npousnusa ot fishing — pubos0B), 3aI0TO €IEKTPOHHUTE CHOOIICHHS, KOUTO C€ pa3Mpalnar,
ca KaTo ,,BBAMIM’ C OCHOBHA IIeN MOJYyYaTeIMTE Ja C€ ,,XBaHAT Ha TAX MOPaJH CBOSATA
HEONMMTHOCT M HEOCBEJOMEHOCT, Karo WM OTroBopsr. [lpm ¢ummHra wu3MamMHHUIIATE
pasmpariar eleKTpOHHA TOIIa, KOSTO NMPETeHIHMpa, Y€ WABa OT IOYTeHA KOMIIAHHS U Ce
omMTBa Ja yOeau Todydarens Ja Jaje BaKHA JUYHA WM (uUHAHCOBAa HHGMOpPMAIHSL
EnexkTpoHHOTO CHOOIICHHE OOMKHOBEHO MOJIH Jia C€ W3NPATAT JIMYHU JAaHHW W JAHHU 3a
0aHKOBa CMETKa B OTIOBOp WJIM Jia CE BbBEAAT Ha yeOcailT, KbM KOWTO MMa Bpb3Ka. Te3n
JIAHHU ca HapuMep NOTPEOUTEIICKH UMEHA, TTApoJId K HOMEpa Ha KPEJUTHU KapTH.

KAK CE ITA3BAPYBA BE3OIIACHO B UHTEPHET? Ilpenu na mazapyBate OT
€JCKTPOHCH MaraswH, € TIOJIS3HO Ja OObpHETEe BHUMAaHWE HAJIM4YHA JIM € WHpopMamus 3a
uMeTo, aapeca u TenedoHa Ha ThproBena. He mpomyckaiiTe na mpoBeputre U Aanu
JOCTaBYMKBT € MOCOYMJI M3PUYHO NMpaBOoTO BM Mo 3akoH [a ce OTKaxkeTe OT MOopbhUKara B
pamkute Ha 14 muu. IlonesHo Ou Owio na mpoderere BHB (OPYMHTE OT3UBU OT APYrU
MOTpeOUTENN, KOUTO BEYE ca Ma3apyBaid OT BIIPOCHUS €JIEKTPOHEH Mara3uH, KbM KOUTO cTe
ce HacoumwIh. THProBenbT € ATbKeH Ja Bu mHpopmMupa 3a OCHOBHUTE XapaKTEPUCTUKHU HA
BCAKa OT MpeJlaraHuTe OT HEro CTOKW M ychnyru. Toil TpsiOBa Ja mocouM TsAXHATa IIeHa C
BKJIFOYEHU BCUYKH JIAHBLHU U TAKCH, KAKTO U CTOMHOCTTA HA MOIIEHCKUTE UM TPAHCIIOPTHUTE
pa3xo/u, ako He ce BKIIIOUEHU B KpailiHaTa IieHa. Ha caiita crneaBa ga Obae MOCOYEH HAYMHBT
Ha IJianjaHe, J0CTaBKa M M3IIbJIHEHUE Ha J0roBopa. Bamie nmpaBo € Ja BbpHETE, 3aKyleHaTa
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OT €JIEKTPOHEH Mara3uH CTOKa, ako ce oKaxe aedexTHa. Pekinamanusara cu 3a qedextHa cToka
CclieiBa J1a MPEIsBUTE B HAKOM OT OOCKTUTE Ha THProBela, OT KOWTO CTE s 3aKyMWIH. AKO
THPrOBEIbT yBAXH peKiIaManusaTa Bu, B pamkure Ha Mecel| TpsOBa WM Aa PEMOHTHpA
Oe3mnatHo 3a Bac cTokara nim n1a s 3aMeHH ¢ HOBa. B cirywaii e He ycmee 1a CTOpH €IHO OT
JIBETE, CJe/lBa WIM Jla Hamalld 1IeHaTa, WM Ja BbPHETE CTOKATa, a TOW ja Bu Bb3cTaHoBU
3aIuIaTeHara 3a Hes cyMa.

SAIUTA HA KOMITIOTBPHUTE MPEKH OT OITACHA EJIEKTPOHHA MOIIA

1. He TpsiOBa na ce mposiBsiBa MHUIIMATHBA 3a TIOJydaBaHEe HA UM TUCMa, HHTEPHET
CTPaHMIIH, KOUTO TIpesiaraT Oe3IJIaTHU WU IJIATEHU YCIYTH U CTOKH, YeCTO IMpeiaraniy aa
BU U3MPATAT MpoMoLuu no e-mail. OTkaxkeTe TakaBa yciyra.

2. Nmeiin aapechT ce crojens camo npu Hyxaa. Koraro ce mpemaBa 1mo eIvuH WA
JpyT TIOBOJI, C€ BHUMaBa 3a CJICJHUTE JIBE HEIla: MbPBO JAJIM OPraHU3aIUsATa UM YOBEKBT,
KOWTO T'O TIOJy4aBar, IlI€ BM U3MPATH HEXKEJaH MMEIT, BTOPO, MOXKE JIM J1a C€ pa3dyuTa, ue
MMEWIT aapechT HIMa J1a ObJie aJIeH Ha TPETO JIUIIE.

3. He ce oTBapsT umeinuTe B HexenaHa mnoimia. Hukora He ce oTBapsiiiTe mpuKavyeHu
(haiimoBe B ChOOIICHHUS OT HEMO3HAT M3Mpaiad. AKO He Ce To3HaBa UMETO B moJieto ,,OT”’, He
OTBapslTe MpuUKaueHus (ai.

4. Axo ce Moilyud HEOYaKBAaHO CHOOIIEHHE ChC CTPAHEH MpUKaueH (aili OT Mo3HaAT
uW3Mmpamay, TO OW MOIJIO Ja ChIObpKAa BHUPYC. MHOTO 3JIOBpEIHH TIPOTPaMH  CE
pasmpocTpaHsABaT JO BCUYKH KOHTAaKTH, KOUTO HAMEPAT B TOIIAaTa HA 3apa3eHUs KOMITIOTHP.
TakuBa chOOIIEHHS Y€CTO UMAT CTpaHHA TeMa WM UMe Ha TpukadeHus ¢ain. Yecto ToBa €
MIETOBUTO CHOOIICHWE, HAChpYaBallo TOJydaTesIs Ja BHAW KapTHUHKA WU Ja TpoYeTe
MpUKadeH TEKCTOBH (paity. BuHarm wm3uckBaiiTe MOTBBPXKICHHWE OT HW3Mpaiiaya, Mpead na
OTBOPHUTE CHOOIIIEHNE WU TIPUKAYeH (aill OT TaKbB BH/I.

5. IlpoBepsiBa ce MBIHOTO WME Ha MpukadeHus Qaitn. CKpUTUTE PA3MHUPEHUS OT
nMero Ha (aiima Morar ga 3a0ayasaT Ja OTBOPUTE 3apa3eH NpHUKadyeH ¢aiia oT uMeina.
Bunaru ce mpoBepsiBa anu MMEHT MPHJIOKEHUETO IMOKa3Ba MBIHOTO MME Ha MpPUKAYCHUS
(haiin, BKIIOYUTEITHO pa3IIMpeHneTo. Bupycu u depBen Morart Ja ce ChIbpKaT BbB (aijoBe,
KOUTO HM3IJIeKAAT KaTO KapTUHKH, HalpUMep ¢ pasuupenue .jpg. Ho e Bp3MokHO N1a umar
CKPUTO pa3UIMpeHue, KaTto .exe Wiu .vbs KbM HMETO Ha (ailia, KOeTo o3HayaBa, ue
MpPUKAYeHUAT (aill He € KapTHHKa, a Mporpama, KOATO 1€ Ce CTapTupa, IIOM C€ OTBOPH
MpUKadeHus Qait.

6. BuumaBa ce c¢ dammuBuTe mpenynpexaeHus 3a Bupycu. DanmuBure
MpeAYNPEXICHUSI 32 BUPYCH ca u3BecTHH KaTo "hoaxes". ToBa e dammmBo cboOIIeHHE, KOETO
MOJIBEXK/Ia MOTPeOUTENNTE Aa BSIPBAT, Y€ ca MOJIYUYUSIM BUPYC U T'M HachpuaBa Ja MpenpaTsiT
MIPeIyNpeXIEHUETO Ha BCEKH, KOTOTO MMO3HABAT.

7. He oTBapsiiTe uMEW, ChIbpXKalll HEXKENaHa pekiaama. Todl Moxe ga Obiae
W3MOJ3BaH 3a MpeHacsHe Ha BUpYycH U 4yepBen. OT choOpaskeHus 3a CUTYPHOCT O TpsiOBao
Jla U3TpUBATE BCUYKU pPEKJIaMHHU CHOOIIECHHS OT HEMO3HAT W3Mpallay BeaHara, 06e3 Ja Tu
OTBapsTe.

8. He ce wu3moisi3Ba camo enHa MOIIEHCKa KyTuA 3a BcHUko. CHElMaIuCTUTE IO
KHOEPCUTYPHOCT MPENOpPHYUBAT J]a C€ OTKPUBAT HAKOJIKO PA3IHYHU MOIIY U Ja ce Pa3AelsiT Mo
npeAHa3HauYeHue.

9. N3bsareaiite chIlo Taka JAa Mpempariare MucMa MeXIy HSIKOJIKO Ballld MOIEHCKU
KYTHH.

10. He e mpemopbuuTeNHO Ja ce TMpenpamar MucMa [0 HAKOJIKO 4YOBeKa
enHoBpeMeHHO. Oco0eHo TakuBa, OT THUMA - "MpemnpareTe ro 10 7 YoBEKa U Ie BU CE CIy4H
Hemo Xy0aBo" win "MoOMOTHeTe Ha O0THOTO MU JIeTe, KaTo MpEenpaTuTe TOBa MMCMO Ha MHOTO
X0pa, €IM KOl CH Ile MU JaJe 3a BCeKM 3 MMeina 5 1eHTa, Hanpumep. Te3u mucma ce
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pasnpocTpaHsiBaT C el ChbOMpaHe Ha JEUCTBUTEIHU HMMENI ajpecH, TbM KaTro Mpu
mpemnparniane, KbM MUCMOTO C€ JO0aBAT aBTOMAaTUYHO M aJPECUTE HA MPEAHUTE TOTyJIaTelu.
Crnen HSIKOJIKO TIpeIpaiiaHus, B €IHO TaKOBa MUCMO C€ ChOMpAT HAKOJIKO CTOTHUIM PEATHH
UMEII azipeca, KOUTO CJIE]] TOBA Ce MpoJiaBaT Ha (PUPMHU 3a CIIaM.

11. Ako Bce mak uMcKare Aa MpernpaTuTe HIKAKbB TEKCT WU MHPOPMAIHs, KOATO CTe
MOJTYYHJIM, KOMTUPANTE TEKCTa U T U3MpaTeTe KaTo HOBO mucMo. He mpenpaiaiite mpeaHoTo,
BBIIPEKH Y€ € MPUMaMIIMBO MO-JIeCHO. Taka I1e mpearna3uTe IpUsITEIUTE Ch OT OBJEI CIiaMm.

12. Ako mopaau HsKaKBa MPUYUHA IBPXKHUTE Jla MPENPaTUTE OPUTHHATHOTO MHUCMO,
cinoxete anpeca B BCC (Blind Carbon Copy) Bmecro B CC. Taka HUKOW OT TOTy4aTeIUTe
HAMA Ja BUIU aapecuTe Ha Apyrure mnonydartenu. [IpuumnHara ma ro u3moi3BaTte HE € Ja
CKpHETE MOTy4YaTeNIuTe eIMH OT JAPYT, a Ja TY MpeAna3uTe, B ciyyail 4e aJpecHara KHUra Win
€JICKTPOHHATA MOIa Ha HAKOM OT TSIX CTaHE JOCThIIHA HA cHaMm-00T (Hampumep Hopaau
BHUpYCHAa UH(EKIINS Ha KOMIIOTbpPa MY).

13. Tlewan6a ot noTtapusi: He cre credenid. CriaMbpUTe W3MONI3BAT HAW-Pa3TMIHU
MpUMaMJIMBU 3arjaBus Ha TMHUCMarTa, 3a Ja HakapaT IMoJydaTessl Ja T OTBOpU. MHOro
MOTpeOUTENN HAWCTUHA OTBApAT MOAOOHW mnucMma. Jlopu crien oTBapsiHETO BejaHara jJa ro
M3TPUETE, CAMOTO OTBAPSHE HA MUCMOTO OW MOTJIO JIa TIOTBBP/IU, Y€ aIpechT € peajeH U Bue
CTE TO TOJIYYUJIH.

14. OtnucBaHe oT OIOJCTHH, 3a KOMTO HE IIOMHHUTE J1a CTe ce 3amucBaiu. Yecto
CpeIllaH METOJI, U3MOJ3BaH OT CHaMBbPUTE 32 HAMHPAHE Ha AKTUBHUTE TMOIICHCKU aJPECH.
N3npama ce OroyieTUH C JHHK 3a OTHHCBaHe (yX) OT mosydaBaHeTo My. OTHHCBalKH ce,
BCBHIIHOCT MOTPEOUTENAT MOTBBPIKIaBa, Y€ M3MOJI3BA TOIIEHCKAaTa KyTHs, ¢ KOETO BeJHara
BIIM3a B cllaM JIUCTUTE. BMecTo na ce oTnucBare, OJOKUpaiTe MOIy4aBaHETO HA MHCMa OT
TO3M ajpec.

15. He otBapsiiTe mucma, kouto ca (ummHr araku. Haii-moOpusar HaumH ga ce
3alUTUTE OT (PUIIHUHT aTaKu € KaTO HUKOra He OTBapATe (UILKHT MUCMa, HO YECTO € TPYIHO
Jla ce pa3no3Hae Koe nucMo € pummHr ataka. Moxkere Jja ru pa3no3Haere mo:

¢ O0pbmenueto e "Dear Customer" wim "Dear User", a He Bamero nme.

¢ B nmucmoTo nue, ye akayHTHT B mie 0b/1€ nmpekpaTeH B ciaydail, 4e He MOTBBPANTE
JTaHHUTE cH He3abaBHO. /Hackopo cnmambpuTe M3moii3Baxa moao0eH moxsaTt koraro Ckaiin ce
cpuna 3a 1 neH. PasnpocTtpannxa chOOIICHUS, Y€ CKAWIT II[e YUCTH HEAKTHUBHU aKayHTH M CE€
HCKallle J]a ce pa3mparu choOIeHrne Ha TIoHe 15 moTpebuTens, 3a 1a ce T0Kaxe akTHBHOCT./

e VIMelTbT UBA OT aKayHT, IPUIINYALL, HO HE €THAKBB C TO3U, KOMTO U3I10JI3Ba
u3BeCcTHA (UpMa, Opranuzanus 1 Ap. AKO He CTe CUTYPHHU Jaj MUCMOTO € (GUIIMHT WU HE,
Hai-100pe € Ja He OTBapsTe JMHKOBE, KOUTO ca MyOJMKYBaHM B HEro, a Jia HaluileTe Ha
pbKa ajipeca Ha caiiTa, KOWTO BH € HE0OXO0IUM.

¢ AKO CTe MOJIy4MJIM TaKOBa MHCMO, 3a MPEANOYUTaHE € 1a OJIoKUparte aapeca, OT KOMTo
e usnpareno. Koraro ro 6mokupare, Bue naBare yka3zaHus Ha MOIIEHCKUAT KIMEHT, Y€ TOBA €
craMm u He TpAbBa na ce npuema. [loBedero moTpeduTenu obaye mMpoCTO U3TPUBAT cramMa U
TOM MPOABIKABA J]a UJIBA B KYTHUATA.

Hacrosimmure mpaBuia ca paspadoreHu ¢ orjen ¢GopMupaHe HAa NOJUTHKH B
ACTCKHTEe TPaguHM M YYWINIIATA, KOWUTO Ja OPraHu3upaTr H3MO0J3BAHETO Ha
o0pa3oBaTe/IHUSI MOTEHIHMAJ KAKTO HA KOMIKTHBPHATA Mpexka Ha oOpa3oBaTeHaTa
HHCTUTYIUSI, TAKA U HA IJI00AJTHATA MpeKa, B ChYeTaHHE ChC CHCTEMa OT MEPKH 3a
CUT'YPHOCT M 0€30IaCHOCT Ha Jenara u yuenunure. [lpuinaranero um Ha npakTuka mejiu
NOBHMIIABAHETO HA MH(OPMHPAHOCTTA W JUTUTAJIHATA TPAMOTHOCT HA OOIIHOCTTA OT
iena, POAMTEIH, YYHTEIH, TUPEKTOPH U CIyKUTean.’

% [IpaBunara ca chIiacyBaHu ¥ pa3pabOTEHH U C YIaCTHETO Ha €KCTIEPTH OT OTAEN ,,KHOepIpecThIHOCT KbM
I'maBna mupexnus ,,bop6a ¢ opranmsupanaTa npectbrHOCcT” ¥ ¢ LleHThpa 3a Oe30maceH HHTEPHET.
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